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Abstract

Static defenses of digital assets, however clever, will eventually fall to the powers of determined
adversaries. In this paper we will argue that defenses that dynamically adjust themselves to new attack
scenarios have a much higher chance of long-term survival.

1 Introduction

Military history teaches us that nostatic defensewill stand up to attacks from a determined adversary.
During World War II, highly mobile German forces simply walked around or flew over the stationary French
Maginot Line. The Chinese Wall, similarly, fell in 1644 to aninsider attack: enraged that his concubine Chen
Yuanyuan had been taken by the emperor Li Zicheng, General WuSangui opened the gates to the wall at
Shenhaiguan to let in Manchu soldiers. The realization thatall static defenses are ultimately futile is perhaps
best summed up in the words of General Patton: “Fixed fortifications are a monument to the stupidity of
man [13].”

Military forces that have employeddynamic defenseshave been much more successful. During the
Gulf war, for example, instead of stationary rocket launchers, Iraqi forces used mobile transporter-erector-
launcher trucks to move Scud missiles around. As a result, “even in the face of intense efforts to find and
destroy them, the mobile launchers proved remarkably elusive and survivable [8].”

Like military commanders, nature itself has discovered that in order to survive, every organism needs to
outrun or out-evolve its predators. For example, the Pronghorn antelope (at a top speed of 98 km/h) can
outrun the mountain lion (64 km/h). Similarly, a fruit fly will execute a series of unpredictable 90 degree
turns (each in less than 50 milliseconds) in order to avoid being caught. Thetheory of evolutionitself is an
exercise in dynamic defenses: as predators evolve larger fangs and sharper claws, their pray evolve faster
legs and thicker exoskeletons.

In this paper we will see that the lessons from military history and the natural world also carry over into
defending the virtual world [6]. Polymorphic computer viruses, for example, continuously mutate their code
in order to avoid detection by virus scanners. Furthermore,computer virus writers continuously evolve their
mutation algorithms in response to advances in virus detection. To stay ahead of the game, writers of virus
detectors must continuously monitor the advances of their adversaries and evolve more accurate detection
algorithms.

Thus, to ensure long-lasting defenses against attack from persistent adversaries,speed, agility, unpre-
dictability, vigilant monitoring, defense in depth, and renewability of defensesare all necessary [5]. We
illustrate this in Figure 1. Here, an asset (which can be anything from a person’s personal wealth, to a com-
puter program, to an mp3 music file, to a country) is under attack from an adversary who has access to a set
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Figure 1: Overview of attack and defense scenario.

of attack tools. The asset is protected by a set of defenses, and these defenses are continuously updated by
the defender, who also has access to a set of defensive tools.To stay ahead of the adversary, the defender
continuously monitors and learns from the attacks to develop new defensive tools and improve on old ones.

The remainder of this paper is organized as follows. In Section 2 we give an overview of digital asset
protection. In Section 3 we describe the difference betweenstatic and dynamic protection strategies. In
Section 4 we describe one possible design of a diversifying and renewable protection tool. In Section 5,
finally, we summarize our position.

2 Digital Asset Protection

In this paper we’re not interested in how to protect countries from attacks by foreign nations, or how the
animal kingdom has developed defenses against predators. Rather, the asset in Figure 1 that we’re protecting
is adigital asset, rather than a physical one. A digital asset can be anything from a password, to a media
file (such as pdf, mp3, jpg, or movie), to a computer program — any of the myriad of digital objects we
construct, distribute, rent, sell, and buy in the course of our daily modern lives. There are three types of
attacks against such objects, known as attacks onintegrity, confidentiality, andavailability.

To violate the integrity of a digital object means to modify it in a way that gives the adversary some
(often financial) advantage and, consequently, causes us some (financial) harm. For example, if we’re a
developer of computer game software we may want to include a license check in our code to prevent a
customer from playing a trial version of the game after a certain date. The adversary, of course, would find
it advantageous to modify the game software to remove the license check, and then not have to buy a full
copy of the software. In the same computer game scenario, theadversary could violate the confidentiality of
the software by reverse-engineering it, extracting valuable algorithms and trade secrets, possibly reselling
them to a third party such as a rival software developer. Finally, the adversary can violate the availability of
the digital asset by re-distributing it in violation of the licensing agreement under which it was bought. Such
piracy is, of course, rampant for software as well as all kinds of digital media.

Consider now Figure 2, a specialization of Figure 1 for the digital asset protection case. In this scenario,
the digital asset, be it media or computer software, is protected byAssetSentries, software or hardware
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Figure 2: Overview of digital asset protection.

entities that monitor and defend the asset itself. The adversary has at his disposal a set of tools for analyzing,
modifying, and disabling the sentries. The defender has to her disposal procedures for monitoring attacks
and tools for constructing and updating sentries.

The adversary’s arsenal consists primarily of tools for binary code analysis. This includes debuggers (for
running and learning the behavior of software sentries), disassemblers and decompilers (for turning binary
code into source code that can be more easily analyzed), and virtual machines (for running sentries in a
controlled environment). If the defender is using hardwareprotection techniques (such as Trusted Platform
Modules, smart cards, or dongles) as part of his protection strategy, the adversary may also need tools for
analysis and modification of electronic hardware [15].

The defender’s tool chest includes techniques fortamperproofing(detecting and responding to attacks that
try to modify an AssetSentry),obfuscation(scrambling sentries to make them harder to analyze),watermark-
ing (attaching unique identifiers to the asset to make piracy less appealing),white-box cryptography[3,4,14]
(preventing the cryptographic keys and algorithms used to protect the asset from discovery), and debugger
and emulator detection. Two meta-level protection principles arediversityanddefense in depth. Diversity
ensures that every AssetSentry is different, making it moredifficult for the adversary to construct attacks
that are effective on entire classes of sentries. Defense indepth increases the strength of an AssetSentry by
layering multiple types of defenses. As a result, even if onedefense should succumb to an attack, others
may still stand.

3 Static vs. Dynamic Protection of Digital Assets

What sets the digital asset protection scenario in Figure 2 apart from other types of computer security
scenarios is that the digital asset and the AssetSentry are both under the control of the adversary. This is
known as aMan-At-The-End(MATE) attack scenario.

To illustrate, let’s assume that we want to protect a digitalvideo (.mpg) file from being pirated. To
accomplish this, we build a Digital Rights Management (DRM)system consisting of (among other compo-
nents, such as file servers and payment systems) a software video player that allows users to download and
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play encrypted.mpg files. The player, by necessity, will contain the cryptographic keys needed to decrypt
and play the video. The player furthermore contains an AssetSentry which protects the player keys from
being extracted by an adversary. We use whitebox cryptography, obfuscation, tamperproofing, debugger de-
tection, etc. to build the sentry. However, since the playeris under complete control of any user (otherwise
they would not be able to buy and play our video!), a user with nefarious intentions can expend unlimited
time and resources breaking through the protection of the sentry, extract the keys, and decrypt the.mpg
files at will.

Experience has shown that the software protection techniques used by the defender in Figure 2 (such as
obfuscation and tamperproofing) will only be effective for alimited amount of time. If the digital asset is
of high enough value, and if the adversary has enough skill and determination, defenses will eventually fail.
An example of this is the heavily obfuscated and tamperproofed Skype client where all defenses, eventually,
were completely circumvented [2].

Hardware-based defenses are often touted as a panacea that will solve all software protection problems.
For example,dongles[11] have been used to protect against software piracy, Trusted Platform Modules
(TPM) [12] have been used to boot trusted operating systems in order to prevent the subversion of DRM
systems, and crypto-processors [10] have been used to protect the integrity of software. However, by def-
inition, hardware-based defenses are static. Once a deviceprotected by hardware has been released in the
field, and adversaries have subverted the protection, renewing the protection is not feasible until the next
product release cycle. History is rife with subverted hardware. Examples include the XBOX [7], the Dallas
Semiconductor DS5002FP Secure Microprocessor Chip [9], and all manner of side-channel attacks against
smartcards [1].

Thus, static defenses in the digital world, be they software-based or hardware-based, provide only short-
term protection. This should not surprise us. We saw from ourintroductory examples from nature and
military history that the same is also true for static defenses in the physical world. Thus, to provide long-
term protection of a digital asset we must use dynamic protection techniques:

• we must vigilantly monitor the actions of our adversaries,
• we must continuously renew and upgrade our defenses, and
• we must provide diversity over time and over space.

Monitoring ensures that we are always a step ahead of the adversary, renewability ensures that defenses
never go stale, and diversity ensures that the lessons the adversary has learned from breaking one of our
AssetSentries will not help him break the next one.

4 Protection Tool Design

It is infeasible to generate, debug, deploy, and maintain hundreds of thousands to millions of AssetSentries.
Rather, to make our digital asset protection diverse and renewable, sentries must beautomaticallygenerated.
Figure 3 shows one possible design of such a digital asset protection tool. The input to the tool is an asset
to be protected, an initial toolbox of protection strategies, and a generic AssetSentry. The tool generates a
stream of protected assets, each different, to be deliveredto the end user. The human defender updates the
set of protection strategies in response to new attacks discovered in the field.

Notice how in Figure 3 there are two sources of diversity. Thefirst comes from the evolution of defensive
tools and is driven by manual analysis and development by thehuman defender. The second source of
diversity comes from the protective tool itself, which (randomly or with some human guidance) selects a
particular collection of defensive strategies to apply to aparticular digital asset. Thus, AssetSentries will
evolve over time, ensuring that adversaries will face a steady stream of novel defenses.
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Figure 3: Possible design of a digital asset protection tool.

5 Summary

When deciding on how to protect a digital asset, or deciding among a set of digital asset protection tools,
there are a number of important questions to ask:

1. What particular set of defense strategies does the tool support? Obfuscation, watermarking, tamperproof-
ing, white-box cryptography, . . . ?

2. What level of diversity does the tool supply? Does every user of a digital asset receive a differently
protected asset (diversity over space) and is every unique digital asset differently protected (diversity
over time)?

3. What level of defense in depth does the tool support? Can different defensive strategies by freely mix-
and-matched and arbitrarily layered, providing yet another dimension of diversity?

4. How easy is it to add new defensive strategies to the tool?
5. What support of adversary monitoring does the tool supplier provide? How quickly can they provide new

defensive strategies once an new attack is found in the wild?
6. How does diversity and renewability of defenses fit into the software/media development tool-chain, and

what support is there for continuously updating already deployed AssetSentries in the field?

Any protective tool that “protects-and-forgets”, i.e. where there is no strategy for continuously monitoring
attacks, continuously developing new defense strategies,and continuously updating sentries in the field,
will not be able to provide long-term protection. As we have seen in this paper, this is not surprising. When
dealing with a determined adversary, be it in the physical orthe virtual world, any static defenses, however
clever, will eventually fall to the powers of human ingenuity and perseverance. Defenses that dynamically
adjust themselves to new attack scenarios, however, have a much higher chance of long-term survival.
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